CVE Detail – CVE-2002-0639
Integer overflow in sshd in OpenSSH 2.9.9 through 3.3 allows remote attackers to execute arbitrary code during challenge response authentication (ChallengeResponseAuthentication) when OpenSSH is using SKEY or BSD_AUTH authentication.
Threat-Mapped Scoring
Score: 1.8
Priority: P4 - Informational (Low)
EPSS
EPSS Score: N/A
Percentile: 0.96533
CVSS Scoring
CVSS v3.1 Score: 9.8
Severity: CRITICAL
Mapped CWE(s)
CWE-190: Integer Overflow or Wraparound
CAPEC(s)
CAPEC-92: Forced Integer Overflow
Affected Products
cpe:2.3:a:openbsd:openssh:*:*:*:*:*:*:*:*




