CVE Detail – CVE-2004-0747
Buffer overflow in Apache 2.0.50 and earlier allows local users to gain apache privileges via a .htaccess file that causes the overflow during expansion of environment variables.
Threat-Mapped Scoring
Score: 1.5
Priority: P4 - Informational (Low)
EPSS
EPSS Score: N/A
Percentile: 0.7735
CVSS Scoring
CVSS v3.1 Score: 7.8
Severity: HIGH
Mapped CWE(s)
CWE-131: Incorrect Calculation of Buffer Size
CAPEC(s)
CAPEC-100: Overflow Buffers
CAPEC-47: Buffer Overflow via Parameter Expansion
Affected Products
cpe:2.3:a:apache:http_server:*:*:*:*:*:*:*:*




