CVE Detail – CVE-2011-0199
The Certificate Trust Policy component in Apple Mac OS X before 10.6.8 does not perform CRL checking for Extended Validation (EV) certificates that lack OCSP URLs, which might allow man-in-the-middle attackers to spoof an SSL server via a revoked certificate.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
EPSS
EPSS Score: N/A
Percentile: 0.39247
CVSS Scoring
CVSS v3.1 Score: 5.9
Severity: MEDIUM
Mapped CWE(s)
CWE-295: Improper Certificate Validation
CAPEC(s)
CAPEC-459: Creating a Rogue Certification Authority Certificate
CAPEC-475: Signature Spoofing by Improper Validation
Affected Products
cpe:2.3:o:apple:mac_os_x:*:*:*:*:*:*:*:*
cpe:2.3:o:apple:mac_os_x_server:*:*:*:*:*:*:*:*




