CVE Detail – CVE-2015-8315
The ms package before 0.7.1 for Node.js allows attackers to cause a denial of service (CPU consumption) via a long version string, aka a "regular expression denial of service (ReDoS)."
Threat-Mapped Scoring
Score: 1.5
Priority: P4 - Informational (Low)
EPSS
EPSS Score: N/A
Percentile: 0.75312
CVSS Scoring
CVSS v3.1 Score: 7.5
Severity: HIGH
Mapped CWE(s)
CWE-1333: Inefficient Regular Expression Complexity
CAPEC(s)
CAPEC-492: Regular Expression Exponential Blowup
Affected Products
cpe:2.3:a:vercel:ms:*:*:*:*:*:node.js:*:*




