CVE Detail – CVE-2019-12134
CSV Injection (aka Excel Macro Injection or Formula Injection) exists in the export feature in Workday through 32 via a value (provided by a low-privileged user in a contact form field) that is mishandled in a CSV export.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
EPSS
EPSS Score: N/A
Percentile: 0.64941
CVSS Scoring
CVSS v3.0 Score: 8.8
Severity: HIGH
Mapped CWE(s)
CWE-1236: Improper Neutralization of Formula Elements in a CSV File
Affected Products
cpe:2.3:a:workday:workday:*:*:*:*:*:*:*:*




