CVE Detail – CVE-2020-11899
The Treck TCP/IP stack before 6.0.1.66 has an IPv6 Out-of-bounds Read.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
EPSS
EPSS Score: N/A
Percentile: 0.97228
CVSS Scoring
CVSS v3.1 Score: 5.4
Severity: MEDIUM
CISA KEV
KEV is present
Mapped CWE(s)
CWE-125: Out-of-bounds Read
CAPEC(s)
CAPEC-540: Overread Buffers
Affected Products
cpe:2.3:a:treck:tcp\/ip:*:*:*:*:*:*:*:*
cpe:2.3:o:dell:wyse_5050_all-in-one_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:dell:wyse_7030_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:dell:wyse_5030_firmware:-:*:*:*:*:*:*:*




