CVE Detail – CVE-2021-0089
Observable response discrepancy in some Intel(R) Processors may allow an authorized user to potentially enable information disclosure via local access.
Threat-Mapped Scoring
Score: 2.3
Priority: P3 - Important (Medium)
EPSS
EPSS Score: N/A
Percentile: 0.12557
CVSS Scoring
CVSS v3.1 Score: 6.5
Severity: MEDIUM
Mapped CWE(s)
CWE-203: Observable Discrepancy
CAPEC(s)
CAPEC-189: Black Box Reverse Engineering
Affected Products
cpe:2.3:o:debian:debian_linux:10.0:*:*:*:*:*:*:*
cpe:2.3:o:fedoraproject:fedora:33:*:*:*:*:*:*:*
cpe:2.3:o:fedoraproject:fedora:34:*:*:*:*:*:*:*
cpe:2.3:o:intel:pentium_processors_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:intel:celeron_processors_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:intel:xeon_processors_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:intel:core_processors_firmware:-:*:*:*:*:*:*:*
cpe:2.3:o:intel:itanium_processors_firmware:-:*:*:*:*:*:*:*




