CWE Detail – CWE-118
Description
The product does not restrict or incorrectly restricts operations within the boundaries of a resource that is accessed using an index or pointer, such as memory or files.
Extended Description
N/A
Threat-Mapped Scoring
Score: 1.8
Priority: P4 - Informational (Low)
Related Attack Patterns (CAPEC)
CAPEC-10
CAPEC-14
CAPEC-24
CAPEC-45
CAPEC-46
CAPEC-47
CAPEC-8
CAPEC-9
Modes of Introduction
• Implementation: N/A
Common Consequences
• Impact: Varies by Context — Notes: 
Applicable Platforms
• None (Class: Not Language-Specific, Prevalence: Undetermined)




