CWE Detail – CWE-1263
Description
The product is designed with access restricted to certain information, but it does not sufficiently protect against an unauthorized actor with physical access to these areas.
Extended Description
Sections of a product intended to have restricted access may be inadvertently or intentionally rendered accessible when the implemented physical protections are insufficient. The specific requirements around how robust the design of the physical protection mechanism needs to be depends on the type of product being protected. Selecting the correct physical protection mechanism and properly enforcing it through implementation and manufacturing are critical to the overall physical security of the product.
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
Related Attack Patterns (CAPEC)
CAPEC-401
Modes of Introduction
• Architecture and Design: This weakness can arise if design decisions are made that do not align with the intended physical protection of the product
• Manufacturing: While the architecture and design phase of the product may have accurately met the intended robustness for product physical protections, this phase may introduce the weakness through errors in physically manufacturing the product.
Common Consequences
• Impact: Varies by Context — Notes: 
Potential Mitigations
• Architecture and Design: Specific protection requirements depend strongly on contextual factors including the level of acceptable risk associated with compromise to the product's protection mechanism. Designers could incorporate anti-tampering measures that protect against or detect when the product has been tampered with. (Effectiveness: N/A)
• Testing: The testing phase of the lifecycle should establish a method for determining whether the protection mechanism is sufficient to prevent unauthorized access. (Effectiveness: N/A)
• Manufacturing: Ensure that all protection mechanisms are fully activated at the time of manufacturing and distribution. (Effectiveness: N/A)
Applicable Platforms
• None (Class: Not Language-Specific, Prevalence: Undetermined)
Notes
• Maintenance: This entry is still under development and will continue to see updates and content improvements.




