CWE Detail – CWE-539
Description
The web application uses persistent cookies, but the cookies contain sensitive information.
Extended Description
Cookies are small bits of data that are sent by the web application but stored locally in the browser. This lets the application use the cookie to pass information between pages and store variable information. The web application controls what information is stored in a cookie and how it is used. Typical types of information stored in cookies are session identifiers, personalization and customization information, and in rare cases even usernames to enable automated logins. There are two different types of cookies: session cookies and persistent cookies. Session cookies just live in the browser's memory and are not stored anywhere, but persistent cookies are stored on the browser's hard drive.   This can cause security and privacy issues depending on the information stored in the cookie and how it is accessed.
Threat-Mapped Scoring
Score: 3.0
Priority: P2 - Serious (High)
Related Attack Patterns (CAPEC)
CAPEC-21
CAPEC-31
CAPEC-39
CAPEC-59
CAPEC-60
Attack TTPs
• T1539: Steal Web Session Cookie (Tactics: credential-access)
• T1134.001: Token Impersonation/Theft (Tactics: defense-evasion, privilege-escalation)
• T1528: Steal Application Access Token (Tactics: credential-access)
• T1550.004: Web Session Cookie (Tactics: defense-evasion, lateral-movement)
• T1134: Access Token Manipulation (Tactics: defense-evasion, privilege-escalation)
Modes of Introduction
• Architecture and Design: N/A
• Implementation: N/A
Common Consequences
• Impact: Read Application Data — Notes: 
Potential Mitigations
• Architecture and Design: Do not store sensitive information in persistent cookies. (Effectiveness: N/A)




