CWE Detail – CWE-570
Description
The product contains an expression that will always evaluate to false.
Extended Description
N/A
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
Modes of Introduction
• Implementation: N/A
Common Consequences
• Impact: Quality Degradation, Varies by Context — Notes: 
Potential Mitigations
• Testing: Use Static Analysis tools to spot such conditions. (Effectiveness: N/A)
Applicable Platforms
• None (Class: Not Language-Specific, Prevalence: Undetermined)
Demonstrative Examples
• However, the method never sets the isValidAccount variable after initializing it to false so the isValidProduct is mistakenly used twice. The result is that the expression "isValidProduct && isValidAccount" will always evaluate to false, so the updateAccountOrder() method will never be invoked. This will create serious problems with the product ordering application since the user account and inventory databases will be updated but the order will not be updated.
• However the bit operator used to initialize the mask variable is the AND operator rather than the intended OR operator (CWE-480), this resulted in the variable mask being set to 0. As a result, the if statement will always evaluate to false and never get executed.
• Using this practice for introducing debugging statements or disabling features creates dead code that can cause problems during code maintenance and potentially introduce vulnerabilities. To avoid using expressions that evaluate to false for debugging purposes a logging API or debugging API should be used for the output of debugging messages.




