CWE Detail – CWE-794
Description
The product receives data from an upstream component, but does not filter all instances of a special element before sending it to a downstream component.
Extended Description
Incomplete filtering of this nature may be applied to: sequential elements (special elements that appear next to each other) or non-sequential elements (special elements that appear multiple times in different locations).
Threat-Mapped Scoring
Score: 0.0
Priority: Unclassified
Modes of Introduction
• Implementation: REALIZATION: This weakness is caused during implementation of an architectural security tactic.
Common Consequences
• Impact: Unexpected State — Notes: 
Demonstrative Examples
• Since the regular expression does not have the /g global match modifier, it only removes the first instance of "../" it comes across. So an input value such as:




